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Agenda (underlying theme)

• Understanding how cyber risks are impeding the implementation of 

analytics and AI initiatives

• Discussing how the interface of IT and OT systems are greatly increasing 

the attack surface area

• Analyzing the risks and consequences of a breach

• Where to start building cyber resilience in the smart factory

Awareness with a formalized approach to cybersecurity and the selection of 

smart factory and connected worker improvements 
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ICS Advisory Project
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https://www.icsadvisoryproject.com/ics-advisory-dashboards/ics-asset-id-pm-levels

https://www.icsadvisoryproject.com/ics-advisory-dashboards/ics-asset-id-pm-levels


Infrastructure Attacks (IT / OT interconnection) 

• Customized malware with persistence in routers

• BlackTech actors use Living off the Land (LotL) TTPs to 
blend in with normal operating system and network activities, 
allowing them to evade detection by endpoint detection and 
response (EDR) products.

• Network defenders should monitor network devices for 
unauthorized downloads of bootloaders and firmware 
images and reboots. Network defenders should also monitor 
for unusual traffic destined to the router, including SSH

• People's Republic of China-Linked Cyber Actors Hide in 
Router Firmware

• September 27, 2023 : Alert: AA23-270A

https://www.cisa.gov/news-events/cybersecurity-advisories/aa23-270a
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https://www.cisa.gov/news-events/cybersecurity-advisories/aa23-270a


Attacks with 
Machine Learning

• Inclusion of Dall E 3 with 

GPT-4 

• Associating models 

together with generative 

AI

• Analyze text, objects and 

the setting

• What other inputs can and 

will add to Generative AI 

abilities
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Researching Attacks on Machine Learning

• MITRE Caldera Automated Adversary 
Emulation Platform

• Arsenal Plugin

• Discover ML specific services - Torchserve

• Discover GPUs on a system

• Stage a local image for classification

• Install ML-related tools (on C2-server or 
victim system): Python, Microsoft Counterfit, 
Tensorflow-CPU, Tensorflow-GPU

• Gain API access to a served model 
(Torchserve)

• Build a custom Microsoft Counterfit target 
and stage an attack

https://github.com/mitre-atlas/arsenal
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https://github.com/Azure/counterfit
https://github.com/mitre-atlas/arsenal


Recent Harvard Business School Paper

• Study conducted with Boston Consulting Group, a 
global management consulting firm, we examine the 
performance implications of AI on realistic, complex, 
and knowledge-intensive tasks.

• Centaurs (delegation) and Cyborgs (complete 
integration)

• 758 Consultants

• 12.2% more tasks, 25.1% faster, 40% higher quality

• Tasks outside the frontier

• 19% error rate using AI vs not using it

• Do not just implement AI for the sake of 
implementing AI

https://papers.ssrn.com/sol3/papers.cfm?abstract_id=4573321
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https://papers.ssrn.com/sol3/papers.cfm?abstract_id=4573321


Impacts of a Breach

• Awareness of the breach

• Outside notification

• Internal detection

• Late cycle awareness (quality)

• Manufacturing system down 

• Part/material/mixture quality 

• Workforce moral

• Supply chain

https://www.cisa.gov/stopransomware
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https://www.cisa.gov/stopransomware


Towards Common Weakness Enumeration in 
Industrial Control Systems

• August 2023 IEEE Security & Privacy Paper

• Connecting MITRE CWEs with ISA 62443 in 

support of addressing categories of weaknesses 

formally

• Connected use cases

• Equipment and Software Manufacturer and Their 
Associated Integrators 

• Workforce Development 

• Organizational Risks and Maturity

https://ieeexplore.ieee.org/stamp/stamp.jsp?tp=&arnumber=10194510
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https://ieeexplore.ieee.org/stamp/stamp.jsp?tp=&arnumber=10194510


Cyber Informed Engineering Practioneer’s Workshop

• Leveraging generative 
AI to identify and 
prioritize weaknesses 
early for technology to 
start building resiliency 
early

• Prioritization 
(High impact / 
consequence)

• Segmentation

• Systematic 
Monitoring

https://www.youtube.com/watch?v=TLdcc_Ol3-k
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https://www.youtube.com/watch?v=TLdcc_Ol3-k


Sample Report Narrative (CIE Workshop)

• Categorized by CWE, 

attack TTP, and 

mitigations

• ['CWE-20', 'CWE-306', 

'CWE-89', 'CWE-200', 

'CWE-119', 'CWE-78', 

'CWE-434']

• A few pennies for our 

quick thoughts, 4.3

11 of 12 



Thank you!

[add your email address here]

Matthew E. Luallen
Lead Research Scientist Education Translation

University of Illinois Urbana-Champaign
The Grainger College of Engineering
Information Trust Institute
mluallen@illinois.edu

/imagine: risky bits designed out

mailto:mluallen@illinois.edu
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